
Happy fall gang –

September has arrived and with it comes back to school, Halloween candy
in the grocery stores, and the inevitable march of the Green Bay Packers
toward another Super Bowl victory. Those of you who were not with
FedData during last year’s NFL season should take the coming week to
brace yourselves for five months of unapologetic propaganda on Aaron
Rodgers, Lambeau Field, the Packers’ glorious wins over the Bears, and
other highlights of Wisconsin culture.
In all seriousness, September marks the end of the Government fiscal year
and we remain busy with proposals to support our primary customers in
new and follow on work. I’m confident that the success we have seen so far
in 2021 will continue as our customers become acquainted with the
integrated offerings of our business lines.
While we won’t be going back to school, FDS employees will be completing
Annual Training this fall. This exercise serves as a helpful refresher on our
policies, processes, and the points of contact within FDS who can address
all of your questions. See page 8 for more details on this process. 
I am pleased to announce that Paul Niemeyer has assumed responsibility
for the ITS Business Line. Paul is a long time FedData employee who is
well respected within the DoD community and by his peers. Paul has kindly
provided some more details on his background and I would encourage all of
you to reach out to him if you see an opportunity to support his efforts within
ITS.
Finally, please watch your emails for details on All Hands meetings to be
held in the coming weeks. Every employee is encouraged to attend at least
one of these events to hear from the Leadership and meet your colleagues. 
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MESSAGE FROM THE PRESIDENT

- Lonny



ITS - EMPLOYEE INTRODUCTION
Paul Niemeyer, EVP of ITS
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Paul has been working in the
Information Technology
environment for over 20
years. Since joining the
FedData team in 2007, Paul
has been supporting the
Department of Defense at the
Pentagon. As a Program
Manager, he has been
responsible for leading
several technical teams to
accomplish complex critical
modernization projects for
the Department of Defense.
As a Vice President for
FedData ITS, Paul has
managed several critical
programs in support of the
Department of Defense, to
include Disaster Recovery,
Storage Services, Network
infrastructure, and Cyber
Operations. Prior to joining
FedData, Paul supported the
Defense Logistics Agency and
the Director of Information
Management at Fort Belvoir
as a Technical Lead
supporting network
infrastructure modernization
efforts. 

 Paul enjoys spending his time with his wife and
three children who are active in an assortment of
sports and activities to include high school
marching band, color guard, and travel baseball. In
his free time, Paul also enjoys playing guitar.



SECURITY NEWS: INSIDER THREATS
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September is National Insider Threat Awareness Month (NITAM)

The Center for Development of Security Excellence (CDSE) is a
professional organization affiliated with the Defense
Counterintelligence and Security Agency (DCSA) that offers training
and other resources to the Federal Government and to industry.
The CDSE case study on the following pages highlights the risks
that insiders pose to companies and to our defense industrial base.



Jean Patrice Delia worked as a General Electric (GE) performance 
engineer for eight years. He took a sabbatical in 2009 to pursue a 
graduate business degree in his native country, Canada and returned to 
GE in a slightly different role after completing his studies in 2011. 
An FBI investigation found that after he returned to GE, Delia 
downloaded thousands of files from the company’s system, including 
ones that contained trade secrets. Delia also convinced an employee 
within the IT department to grant him access to files that he had no 
legitimate reason to see. Those files contained the proposals and cost 
models GE used to bid on new work and contracts. Court documents 
show Delia collected more than 8,000 files. 
In May 2012, GE learned they had an unknown competitor on a bid to 
service a major power plant in Saudi Arabia. The competing bid came in 
far under what GE had quoted and at a number that was strangely 
similar to GE’s base cost for providing the work. 
When they looked into their new competitor, GE learned the company 
had been incorporated in Canada by Delia. 
Delia resigned when he was confronted, and the FBI began its 
investigation soon after. 
Over many years, the FBI obtained search warrants for the email 
accounts, servers, and cloud storage Delia and his co-conspirator, 
Miguel Sernas, used for their new company. A key break came when the 
FBI arrested Sernas while he was traveling from Mexico to Europe on 
business for the firm he started with Delia. 
Sernas was traveling on company business and carrying a company 
laptop containing GE trade secret files. The investigation also uncovered 
evidence that Sernas and Delia had sent the calculations over email and 
uploaded them to cloud storage accounts. 

WHAT HAPPENED 

FIRST/ LAST 
NAME 

CASE STUDY 
Theft of Trade Secrets 

Jean 
Patrice 
Delia & 
Miguel 
Sernas 

• Access Attributes – In his role as a Performance Engineer at GE,
Delia had access to GE’s proprietary software and files.

• Security and Compliance Incidents - Delia convinced an employee
within the IT department to grant him access to files that he had no
legitimate reason to see.

• Technical Activity – Delia downloaded thousands of files from GE’s
servers, including ones that contained trade secrets.

• Delia age 44; Sernas age
41 at time of conviction

• Both worked at GE as
Performance Engineers

• Together they launched
Thermogen Power
Services

INDICATORS 

Delia Sernas 



ADDITIONAL INFO 

Sernas pleaded guilty to conspiring to steal trade secrets and was sentenced in December 2019 to time 
served (approximately 12 months) and ordered to pay restitution of $1.4 million to GE.  

Delia pleaded guilty to conspiracy to steal trade secrets. His case is currently pending sentencing and he 
faces up to 87 months in prison under the federal sentencing guidelines. 

GE spent enormous resources, over many decades, collecting operational data about its turbines from 
locations around the globe and then distilling that data into computer programs and engineering tools that 
model the performance of its turbines. In the words of a senior GE engineer who oversaw the GE business 
unit that created the computer programs and engineering tools, it would take “thousands and thousands” of 
engineering hours and “a thousand engineers” to reinvent them. These computer programs and engineering 
tools provided GE with a unique competitive advantage in the marketplace because they enabled GE to 
provide customers with unique recommendations about how to improve the performance of their GE-
manufactured turbines. 
 

The investigation showed that Delia and Sernas stole elements of a computer program and mathematical 
model that GE used to expertly calibrate the turbines used in power plants. 

Since GE also manufactured the turbines, they had a complete understanding of them. “The company had a 
skill set and engineering-level details that no one else could offer,” said Assistant U.S. Attorney for the 
Northern District of New York Wayne Myers. 

Because of their expertise, power plant operators from all over the world hired GE’s Performance Engineers 
to help their turbines achieve peak performance for the climate and conditions in which they were installed. 
The service could increase the efficiency of the turbines enough to substantially lower the plants’ operating 
costs. 

Delia was so confident he could download thousands of proprietary files—including a valuable trade 
secret—and launch a company to compete against his employer without anyone figuring out what he was 
up to. Instead, the FBI’s Albany Field Office spent the better part of seven years uncovering the duplicity of 
Delia and his business partner, Miguel Sernas, who was a former GE employee. 

Resource for further exploration: 
• Insider Threat Indicators Job Aid

(https://www.cdse.edu/documents/toolkits-insider/INTJ0181-insider-threat-indicators-job-aid.pdf)

IMPACT 

IF YOU SEE SOMETHING, SAY SOMETHING! 
Contact the appropriate POC to report any observed potential risk indicators: 
FDS Security Team:  SecurityFDS@FedData.com 

FDS Security POCs:  Ben Levitt, Director.....................................................(443) 294-8315 (o)

 Christina Bracci, CSSO, A/FSO, ITPSO.....................(443) 445-1043 (o)
 Cristina Stout, FSO.....................................................(443) 445-1080 (o)
 Rose Kosydar, A/CSSO, A/FSO.................................(443) 294-8328 (o)
 Jennifer Beld, Sr. Security Manager...........................(410) 884-9197 (o)

https://www.cdse.edu/documents/toolkits-insider/INTJ0181-insider-threat-indicators-job-aid.pdf
https://www.cdse.edu/catalog/elearning/DS-IA112.html
https://www.us-cert.gov/security-publications/Combating-Insider-Threat


Senior Software Developer.................................................
Software Developer, Mid.....................................................
Senior Software Developer/Data Scientist........................
Senior Technical Writer.......................................................
Test Engineer........................................................................
Systems Administrator/SW Test Engineer........................
DevOps Engineer.................................................................
...............................................................................................
Cyber Security Analyst........................................................
Oracle Database Administrator.........................................
Cyber Security Analyst Advisor..........................................
Information Security Analyst Advisor................................

Linthicum, MD
Linthicum, MD
Linthicum, MD
Linthicum, MD 
Linthicum, MD
Linthicum, MD
Washington, D.C &                   
Martinsburg, WV
Arlington, VA
Washington, D.C.
Washington, D.C.
Washington, D.C. 

RECRUITING NEWS & HOT JOBS

S E P T E M B E R  2 0 2 1                                                                                      6

Job Title Location

Clearance Level Required for Role Bonus Amount Awarded
Non-Cleared
Secret
Top Secret
TS / SCI
TS / SCI with CI or FS Poly

$1,500.00
$2,000.00
$2,500.00
$3,000.00
$4,000.00



It's almost time to TAKE ACTION!
In the coming months, employees will receive detailed instructions from FDS HR
regarding several annual action items. 

Annual Training
    Each year, employees complete training that provides a reminder of the
FDS policies in our Employee Handbook, Code of Ethics and other related
accounting and IT matters. Personnel will also receive a refresher on FDS
Security policies and reminders of Government regulations on reporting
requirements, including agency-specific guidelines. Training will be
conducted online via the C2 Portal. Look for additional information on OR
around 01 OCTOBER 2021. 

Performance Reviews
     Performance reviews are an opportunity for employees and their supervisors to discuss accomplishments and
areas for improvement, set goals, and understand opportunities that are available for professional growth.
     The process will begin with a self-evaluation, followed by a supervisor evaluation, and culminating in meeting
to go through the review in detail. Those FDS employees who participated in this process in previous years will
notice that the evaluation form itself has been significantly condensed. The review process will begin on OR
around 01 October 2021. 
     As part of the performance review process, FDS employees will be required to send FDS HR an updated
resume. Employees who have held or currently hold an NSA clearance are reminded to submit their resume to
the NSA Pre-Publication office prior to sending to FDS HR. Please reach out to FDS Security at
SecurityFDS@FedData.com if you need further guidance. 
     FDS HR has added a new function in the C2 Portal. We are requesting employees complete the Training &
Certificate form. 
     Discretionary pay increases and/or bonuses will be effective 13 February 2022 (which means it will appear in
your 11 March 2022 paycheck). 
     

Open Enrollment for Healthcare Plans
     Medical, dental, vision, and ancillary coverage have a plan year of 01 January - 31 December. Open
enrollment will begin in late November or early December 2021. 

Email Communications
     Instructions and updates regarding these actions will be communicated via FedData email. Please be sure to check
your @FedData.com email accounts on a regular basis so that you do not miss a deadline. If you need assistance with
this, contact FDS IT at ITSupport@FedData.com 

Please reach out to FedData Human Resources (HRFDS@FedData.com) if you have any
questions or concerns. 

Thank you,
FDS Human Resource Team 
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